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OPERATIONAL BULLETIN: PRG-2015-31

TITLE: Examination of Digital Devices and Media at the Port of Entry
- Guidelines

Date of Issue: Mode(s): Target Audience: Area of Interest:
2015-06-30 All National Port of Entry
Details:

« The purpose of this operational bulletin is to provide guidance on a CBSA
officer’s authority to examine digital devices or media at ports of entry.
Clarification will be provided on when such examinations should and can be
performed, and will explain fimitations to these authorities.

Authorities:

« Digital devices and media, along with digital documents and software,
continue to be classified as 'goods’ in the context of the border. A CBSA
officer’s authority to examine goods is specified under the Customs Act and
the Immigration and Refugee Protection Act (IRPA).

« Paragraph 99(1){a) of the Customs Act provides CBSA officers with the
legislative authority to examine goods, including digital devices and media, for
customs purposes only. Although there is no defined threshold for grounds to
examine such devices, CBSA's current policy is that such examinations should
not be conducted as a matter of routine; they may only be conducted if there
is a multiplicity of indicators that evidence of contraventions may be found on
the digital device or media.

s Subsection 139(1) of the IRPA allows for the search of digital devices and
media at the ports of entry where there are reasonable grounds to believe that
the person has not revealed their identity or has hidden, on or about their
person, documents that are relevant to their admissibility; or has committed,
or possesses documents that may be used in the commission of people
smuggling, human trafficking, or document fraud. The purpose of this search
must be confined to identifying the person, finding documents relevant to
admissibility or that may be used in the specified offences, or finding evidence
of the specified offences.

« Examination of digital devices and media must always be performed with a
clear nexus to administering or enforcing CBSA-mandated program legislation
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that governs the cross-border movement of people and goods, plants and
animals. CBSA officers shall not examine digital devices and media with the
sole or primary purpose of looking for evidence of a criminal offence under any
Act of Parliament. Officers must be able to explain their reasoning for
examining the device, and how each type of information, computer/device
program and/or application they examine may reasonably be expected to
confirm or refute those concerns. The officer’s notes shall clearly articulate the
types of data they examined, and their reason for doing so.

Actions required by CBSA officers:

Where there is 2 multiplicity of indicators, or further to the discovery of
undeclared, prohibited, or falsely reported goods, officers are authorized to
conduct progressive examinations of digital devices and media for evidence of
contraventions or to support allegations.

Evidence may include, for example, electronic receipts for goods; information
that refers to the acquisition or origin of the goods; or information that may
afford evidence of a contravention to CBSA-mandated legislation that governs
the admissibility of people and goods, plants and animals into and out of
Canada. Such evidence may, for example, uncover the following: a
confirmation of identity; receipts and invoices for imported goods; contraband
smuggling; or, the importation of obscenity, hate propaganda or child
pornography.

Where the identity or admissibility of a traveller is in question, officers are
justified in performing examinations of digital devices and media to discover
the traveller's true identity, evidence of false identities, or other documentary
evidence pertaining to admissibility.

Where evidence of a criminal offence is discovered during the examination
process, officers must be cognisant of where the regulatory examination
crosses over to the realm of a criminal investigation. Officers must determine
on a case-by-case basis, through consultation with their supervisor, whether
or not to continue the regulatory examination and identify any possible
impacts on potential criminal investigations.

Officers must follow the CBSA Enforcement Manual Part 9 instructions on
securing evidence and on referrals to Criminal Investigations, as well as
following regional requirements for referrals to Inland Enforcement or
Intelligence.

CBSA officers shall conduct examinations of digital devices and media with as
much respect for the traveller’s privacy as possible, considering that these
examinations are usually more personal in nature than baggage examinations.
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